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1. This question paper contains __2__page(s).
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3. Assume suitable data wherever required, but justify it.
4. Draw the neat labelled diagrams, wherever necessary.
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Question No. 1

1a) Explain the basic components and elements of Information Security with reference to
Confidentiality, Integrity, and Availability.

(6) CO1

Question No. 2

2a) Explain encryption methods and standards with reference to symmetric and asymmetric encryption,
DES, and AES.

(6) CO3

Question No. 3

3a) Interpret the concept of risk management in information security with reference to risk
identification, assessment, and control strategies.  

(8) CO4

OR

3b) Compare qualitative and quantitative risk assessment practices used in information security (8) CO4

3c) Interpret laws and ethics in information security with reference to cybercrime and legal perspectives
in India and globally. 

(8) CO4

OR

3d) Summarize social engineering attacks, cyber stalking, and cloud computing related cybercrimes. (8) CO4

Question No. 4

4a) Classify Public Key Infrastructure (PKI) and X.509 digital certificates used for secure
communication. 

(8) CO5

OR

4b) Summarize the Needham–Schroeder authentication algorithm and Kerberos authentication system.  (8) CO5

4c) Summarize IP Security (IPSec) with reference to IPv6 and its security services.  (8) CO5

OR

4d) Summarize secure communication mechanisms used in web and mail security such as SSL/HTTPS,
PGP, and S/MIME. 

(8) CO5
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Question No. 5

5a) Describe phishing and password cracking attacks along with their preventive measures.  (8) CO2

OR

5b) Explain different types of malwares such as viruses, worms, spyware, adware, and ransomware. (8) CO2

5c) Explain DoS and DDoS attacks, SQL injection, and buffer overflow attacks.  (8) CO2

OR

5d) Describe antivirus software, Intrusion Detection Systems (IDS), and Intrusion Prevention Systems
(IPS). 

(8) CO2
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