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Question No. 1

1a) Summarize the key characteristics and benefits of cloud computing highlighting how they support
scalable and flexible computing services.

(6) CO1

Question No. 2

2a) Compare the service models IaaS, PaaS, and SaaS with suitable examples from platforms like
Amazon EC2.

(6) CO2

Question No. 3

3a) Demonstrate the use of Amazon Simple Database Service (SimpleDB) for managing structured data
in an e-commerce application scenario.

(8) CO3

OR

3b) Show how SQL Azure can be used to support database-as-a-service for a customer relationship
management (CRM) system.

(8) CO3

3c)  Implement the Windows Azure Platform Appliance concept in a hypothetical scenario where a
company needs a private cloud setup.

(8) CO3

OR

3d) Demonstrate the Google App Engine application lifecycle by creating a workflow for developing,
deploying, and updating a cloud-based application.

(8) CO3

Question No. 4

4a) Use Serverless Computing to implement a lightweight event-driven function for a real-time
application scenario.

(8) CO3,
CO4

OR

4b) Implement a build and release process for a cloud-based mobile or web application using DevOps
tools.

(8) CO4

4c) Analyze the case of Spotify using Docker and apply similar containerization strategies to enhance
performance and deployment efficiency in another media-streaming platform.

(8) CO4

This PDF document was created with CKEditor and can be used for evaluation purposes only.



OR

4d) Apply cloud-based ECG analysis techniques to design a solution that supports remote patient
monitoring in the healthcare domain.

(8) CO4

Question No. 5

5a) Apply security controls to prevent malicious intermediary and insufficient authorization attacks
while accessing SaaS applications.

(8) CO5

OR

5b) Illustrate the impact of virtualization attacks and describe how isolation mechanisms can be applied
to protect virtualized infrastructures.

(8) CO5

5c) Apply the economic principles of cloud computing to create a cost-optimized deployment plan for a
startup business.

(8) CO5

OR

5d) Implement edge or fog computing concepts to improve latency and efficiency for a smart city IoT
application.

(8) CO5
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