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Q. 

No. 
Details 

Max. 

Marks 

Q.1. Explain the Need of Embedded Products and briefly discuss four 

major Design Challenges faced by engineers while developing an 

embedded system. 

Solution: 

A. Need of Embedded Products (3 Marks): Embedded products are 

computing systems designed to perform a dedicated function within a 

larger mechanical or electrical system. Their need stems from the 

following: 

1. Automation and Control: They provide real-time control and 

monitoring, enabling smart automation in industries, homes 

(IoT), and vehicles (ABS, ECU). 

2. Efficiency: They optimize processes, reduce power 

consumption, and provide highly efficient, task-specific 

performance that general-purpose computers cannot match. 

3. Ubiquity: They are essential for almost all modern technology, 

including consumer electronics (smartphones), healthcare 

(monitoring devices), and infrastructure (traffic lights). 

4. Cost and Size Reduction: They integrate computing into 

small, inexpensive packages tailored for a specific function, 

making products compact and affordable. 

B. Major Design Challenges (3 Marks): Engineers face significant 

hurdles due to the tight constraints of embedded systems: 

1. Balancing Performance, Power, and Cost: This is a 

fundamental trade-off. Achieving high performance often 

requires more power and costly components, which must be 

balanced against the need for low power consumption 

(especially for battery-powered devices) and low unit cost. 

2. Tight Hardware-Software Integration: Ensuring seamless 

interaction between the custom hardware and complex software 

components (drivers, RTOS, application code) is crucial and 

error-prone. This requires detailed knowledge of both domains 

and extensive debugging. 

3. Real-Time Performance Constraints: Many embedded 

systems (e.g., aerospace, automotive) require guaranteed 

response times. Failure to meet strict timing deadlines can lead 

to catastrophic system failure, making real-time performance a 

critical and challenging requirement. 
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4. Security and Reliability: Embedded devices are often 

deployed in the field and connected to networks (IoT). 

Designers must protect sensitive data and prevent 

vulnerabilities (like buffer overflows) while ensuring the 

system operates reliably over a long lifespan and meets 

regulatory compliance. 

 

Q.2. Describe the features of the V-Model for hardware and software 

development in embedded systems. Why is it particularly suited 

for real-time and safety-critical applications? 

Solution: 

A. Features of the V-Model (4 Marks): The V-Model, or Verification 

and Validation Model, is a structured development lifecycle model that 

visually represents the relationship between development stages and 

their corresponding testing phases. 

1. V-Shape Structure: It emphasizes a sequential, structured 

approach. The left side represents the Verification phases 

(decomposition of requirements into design), and the right side 

represents the Validation phases (integration and testing). 

2. Parallel Testing: Unlike the Waterfall model, where testing 

occurs only after implementation, the V-Model integrates a 

corresponding testing activity for every development phase. For 

instance, System Testing corresponds to System Design, and 

Unit Testing corresponds to Module Design. 

3. Clear Traceability: There is a direct, explicit link between 

requirements, design, and testing artifacts. This allows clear 

tracking of whether every requirement is designed, 

implemented, and tested. 

4. Early Defect Detection: By requiring testing early (starting 

with module design), defects are identified and corrected closer 

to their source, reducing the overall cost and effort of fixing 

them later in the cycle. 

B. Suitability for Real-Time and Safety-Critical Applications (2 

Marks): The V-Model is particularly well-suited for these applications 

because: 

1. Systematic Functional Safety: It aligns directly with 

functional safety standards (e.g., ISO 26262 for automotive) by 

mapping development stages to specific verification and 

validation steps, ensuring safety considerations are 

systematically addressed throughout the lifecycle. 

2. Rigorous Verification: The structure inherently promotes 

rigorous Verification (building the system right) and 

Validation (building the right system), which is essential for 

systems where failure poses an unacceptable risk (e.g., 

aerospace, medical devices). 
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Q.3. a) Compare General Purpose Processors (GPP) and Custom 

Single-purpose Processors based on the design Trade-offs in terms 

of Time-to-Market and Energy Efficiency. 

Feature 
General Purpose 

Processor (GPP) 

Custom Single-purpose 

Processor 

Time-to-

Market 
Faster Slower 

Justification 

Software development 

starts immediately using 

readily available tools, 

compilers, and existing 

silicon/IP. NRE (Non-

Recurring Engineering) 

cost is low. 

Involves complex ASIC 

design flow 

(specification, RTL, 

verification, tape-out, 

fabrication), leading to a 

much longer lead time 

and higher NRE cost. 

Energy 

Efficiency 
Lower Higher/Superior 

Justification 

Executes general-purpose 

instructions and must 

support many unused 

functions, leading to wasted 

power. Performance and 

energy consumption are 

estimated via models. 

Hardware is dedicated 

solely to the required task. 

Components and clocking 

are precisely optimized 

for the application, 

resulting in very low 

power consumption. 

Flexibility High (Reprogrammable) Low (Fixed function) 

 

OR 

b) Describe the role of Embedded Firmware Design. Explain the 

stages of the firmware development process from initial boot-up to 

application execution. 

Role of Embedded Firmware Design (3 Marks): 

Firmware is the low-level software that provides the essential control 

and management functions for the embedded system's hardware. 

1. Hardware Interaction: It directly interacts with and 

configures peripherals (timers, UARTs, ADC, memory). 

2. System Control: It controls how the system behaves in 

response to inputs, manages communication protocols, and 

executes core tasks. 

3. System Reliability: It ensures the stability and correct 

operation of the system from power-on. 

Stages from Initial Boot-up to Application Execution (5 Marks): 

1. Bootloader Execution: Upon power-on, the processor starts 

executing code from a fixed address in non-volatile memory 

(usually flash). This code is the Bootloader, which performs 

minimal essential tasks like setting up the stack pointer and 

crucial registers. 

[8] 
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2. Low-Level Hardware Initialization: The bootloader or initial 

start-up code (written in assembly/C) initializes the critical 

system components: 

o Clock Configuration: Setting the core clock speed, 

PLLs. 

o Memory Configuration: Initializing external memory 

controllers (e.g., DRAM, SRAM). 

o Peripheral Initialization: Enabling and configuring 

basic peripherals (e.g., GPIOs, watchdog timer). 

3. RTOS/OS Initialization (if applicable): If an RTOS is used, 

the system initializes its kernel, creates the initial set of 

tasks/threads, and starts the scheduler. 

4. Application Execution: The control is finally transferred to the 

main application function. This is where the device's core 

functionality resides, such as reading sensor data, implementing 

control algorithms, or managing the user interface. 

 

c) What is Interfacing? Explain the functional blocks required to 

interface an Analog-to-Digital Converter (ADC) to a 

microcontroller for a sensor application. 

What is Interfacing? (2 Marks): 

Interfacing is the process of connecting different hardware modules or 

components (e.g., a processor and a peripheral) so that they can 

communicate and exchange data or control signals reliably. 

Functional Blocks for ADC Interfacing (6 Marks): 

1. Sensor: The physical device that measures a real-world 

parameter (e.g., temperature, pressure) and outputs an analog 

electrical signal (voltage or current). 

2. Signal Conditioning Circuit: This is essential because the raw 

sensor signal may be too small or noisy. It typically includes: 

o Amplifier: To boost the small sensor signal to the full-

scale input range of the ADC. 

o Filter (e.g., Low-Pass): To remove high-frequency 

noise that could interfere with the measurement (anti-

aliasing). 

3. Analog-to-Digital Converter (ADC): The core component 

that converts the continuous analog voltage into a discrete 

digital value. 

o Reference Voltage ($V_{REF}$): Provides the basis 

for conversion accuracy and determines the range of the 

analog signal. 

4. Control Logic and Data Lines: This handles the 

communication between the Microcontroller and the ADC. 

o Control Lines (e.g., START, EOC): The 

Microcontroller sends a pulse to start the conversion 

(START). The ADC signals completion via the End of 

Conversion (EOC) pin. 

 

 

 

 

 

 

 

 

 

[8] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

[8] 

 



 

K. K. Wagh Institute of Engineering Education and Research, 

Nashik 

(An Autonomous Institute from A. Y. 2022-23) 

 
 

o Digital Interface (e.g., SPI, I2C, Parallel Bus): The 

Microcontroller uses this serial or parallel bus to read 

the converted digital data from the ADC. 

5. Microcontroller: The brain of the system, which configures 

the ADC, initiates conversion, processes the digital data, and 

performs the application logic. 

OR 

d) Discuss the use of FPGA Design Technology in embedded 

systems. Under what circumstances is an FPGA a better choice for 

hardware design than an ASIC? 

Use of FPGA Design Technology (4 Marks): 

A Field-Programmable Gate Array (FPGA) is an integrated circuit 

designed to be configured by a customer or designer after 

manufacturing. It consists of Configurable Logic Blocks (CLBs) and 

programmable interconnects. 

1. Prototyping and Verification: FPGAs allow rapid prototyping 

of complex digital logic before committing to the expensive, 

slow ASIC fabrication process. 

2. Parallel Processing: FPGAs excel at highly parallel tasks (like 

image processing, signal filtering) because multiple logic 

operations can be run simultaneously in dedicated hardware 

paths. 

3. Reconfigurability: The logic can be updated or changed even 

after deployment (in-the-field updates), providing long-term 

adaptability. 

4. Custom Accelerators: Used to implement high-speed custom 

peripherals or hardware accelerators that are too fast or 

complex for the main processor's software. 

Circumstances where FPGA is better than ASIC (4 Marks): 

FPGA is preferred over Application-Specific Integrated Circuit (ASIC) 

when: 

1. Low/Medium Production Volume: ASICs require high Non-

Recurring Engineering (NRE) costs (design and mask costs). 

For production runs of less than about 100,000 units, the cost 

per unit of an FPGA is lower than an ASIC. 

2. Time-to-Market is Critical: The FPGA design flow is much 

simpler and faster than the rigorous ASIC flow, allowing the 

product to reach the market quickly. 

3. Evolving Standards/Requirements: If the product 

specifications or communication standards (e.g., new wireless 

protocols) are likely to change post-deployment, the 

reprogrammability of an FPGA is essential. 

4. High-Speed Verification: FPGAs can be used to emulate the 

ASIC design in a real-time environment before tape-out, 

drastically speeding up verification and reducing the risk of 

costly re-spins. 
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Q.4. a) Explain the purpose of Formal Verification and Simulation in 

the Design and Verification process of an embedded system. How 

do they complement each other? 

Purpose of Verification Methods (6 Marks): 

Method Purpose Key Feature 

Formal 

Verification 

(FV) 

To mathematically prove 

that a design (hardware or 

software) is correct for all 

possible inputs and states, 

based on a set of formal 

specifications or logical 

rules (assertions). 

Exhaustive: Guarantees 

correctness down to the 

last detail by checking 

all possible states, 

eliminating logical 

flaws. 

Simulation 

(Functional 

Verification) 

To test the design's 

behavior under real-world 

scenarios by running test 

vectors or randomized 

inputs. It validates the 

design against its expected 

behavior in practical use. 

Practicality: Provides a 

fuller picture of how the 

system behaves under 

various conditions and 

ensures performance 

and timing work 

correctly in a realistic 

context. 

How they Complement Each Other (2 Marks): 

Neither method is sufficient alone. They are used together to 

strengthen the final product: 

• FV is used for critical core logic and complex protocols (e.g., 

bus interfaces, security blocks) to mathematically eliminate 

corner-case bugs. 

• Simulation is used for system-level testing to validate 

performance, integration, and general functionality under 

practical and randomized data loads. 

OR 

b) Describe the process of Integration of the hardware and 

software components. Explain why this phase is often the most 

time-consuming in the development cycle. 

Process of H/W-S/W Integration (4 Marks): 

The process involves a systematic, often bottom-up, approach to 

combine the separate hardware and software modules: 

1. Low-Level Integration (Bring-up): The software team begins 

by integrating fundamental pieces of firmware, such as the 

bootloader, with the newly built hardware. They test basic 

processor functions, clock configuration, and memory access 

(RAM, Flash). 

2. Driver Integration: Individual device drivers (for GPIO, 

UART, SPI, etc.) are integrated and tested one by one to ensure 

the software can correctly control each hardware peripheral. 

3. OS/RTOS Porting: If an Operating System is used, it is ported 

onto the hardware, and kernel functions, task scheduling, and 

inter-process communication are validated. 

[8] 
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4. Full System Integration: The application code, middleware, 

and all integrated drivers are combined to verify the full 

functionality of the product against the system requirements. 

Reasons why this Phase is Time-Consuming (4 Marks): 

1. Debugging Visibility: Embedded systems lack easy visibility 

into their internal state. Issues often manifest as an intricate 

interplay between hardware timing, software bugs, and 

compiler optimizations, making root cause analysis extremely 

difficult. 

2. Timing Mismatches and Race Conditions: Real-time systems 

are highly susceptible to timing-dependent errors (race 

conditions, deadlocks) that may not appear in isolated unit tests 

but only emerge when hardware and software run concurrently. 

3. Hardware Abstraction Layer (HAL) Gaps: If the software 

relies on a HAL, any incompatibility or incorrect 

implementation in the HAL leads to failures across the entire 

system. 

4. Limited Resources: Developers must continuously 

troubleshoot issues under tight resource constraints (limited 

memory, restricted power budget), which adds complexity to 

the debugging and optimization process. 

 

c) Explain the working principle and selection criteria for an In-

Circuit Emulator (ICE). How does it facilitate low-level debugging 

of embedded processors? 

Working Principle of In-Circuit Emulator (ICE) (4 Marks): 

An ICE is a hardware debugging tool that provides a window into the 

embedded system. 

1. Connection: It typically connects to a debug port (like JTAG 

or SWD) on the target system, granting control over the 

processor's on-chip debug circuitry. 

2. Control and Monitoring: The ICE host software (debugger) 

can load programs, control program execution (run, step, halt), 

and inspect/modify the contents of the processor's registers and 

memory in real-time. 

3. Breakpoints: It uses the processor's built-in hardware 

breakpoints to pause execution based on specific conditions 

(e.g., reaching a line of code, accessing a memory location). 

Selection Criteria (2 Marks): 

1. Processor Compatibility: The ICE must explicitly support the 

specific CPU or microcontroller core used (e.g., ARM Cortex-

M, RISC-V). 

2. Debugging Features: Must offer essential features like real-

time tracing, complex hardware breakpoints, and seamless 

integration with the chosen IDE/compiler. 

Facilitation of Low-Level Debugging (2 Marks): 
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An ICE provides full control over the actual CPU, unlike a software 

simulator. This is crucial for low-level debugging because it allows the 

developer to: 

• Non-intrusively analyze the interaction between the CPU and 

hardware peripherals. 

• Debug code running directly on the hardware without 

modifying the target system's performance or timing. 

OR 

d) Discuss the various Areas of Technology where embedded 

products are extensively used (e.g., IoT, Automotive, Consumer 

Electronics). 

Discussion on Areas of Technology (8 Marks): 

Embedded products are fundamental across nearly all modern 

technological sectors, each presenting unique design constraints: 

1. Internet of Things (IoT) and Wearables: 

o Focus: Low power consumption, small form factor, 

wireless communication (Wi-Fi, Bluetooth). 

o Examples: Smart home devices, fitness trackers, smart 

lighting controllers. 

2. Automotive Electronics: 

o Focus: Functional safety (ISO 26262), high reliability, 

real-time performance, and harsh environmental 

tolerance. 

o Examples: Engine Control Units (ECU), Anti-lock 

Braking Systems (ABS), Infotainment Systems, ADAS 

(Advanced Driver-Assistance Systems). 

3. Consumer Electronics: 

o Focus: High performance (multimedia processing), low 

cost, complex user interfaces, fast time-to-market. 

o Examples: Smart TVs, Digital Cameras, Media Players, 

Smartphones. 

4. Medical Devices: 

o Focus: Strict regulatory compliance (FDA/CE), 

extremely high reliability, precision measurement, 

security of patient data. 

o Examples: Pacemakers, Diagnostic imaging equipment, 

Patient monitoring systems. 

5. Industrial Control Systems (ICS) and Automation: 

o Focus: Immunity to electrical noise, extended 

temperature ranges, long product life cycle, industrial 

communication protocols. 

o Examples: PLCs (Programmable Logic Controllers), 

Distributed Control Systems (DCS), robotics 

controllers. 
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Q.5 a) Define Reliability and Failure Analysis. Explain the Mean Time 

To Failure (MTTF) metric and its significance in product quality 

assessment. 
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Definitions (3 Marks): 

1. Reliability: The probability that a system or component will 

perform its required function under stated conditions for a 

specified period of time. 

2. Failure Analysis: The systematic process of collecting and 

analyzing data to determine the root cause of a component or 

system failure. It is used to improve design and manufacturing 

processes. 

Mean Time To Failure (MTTF) (3 Marks): 

• Definition: MTTF is the average time a non-repairable 

system or component is expected to operate before 

experiencing its first failure. 

• Formula:  

$$MTTF = \frac{\text{Total Operational Time}}{\text{Number of 

Failures}}$$ 

(Note: Often calculated over a sample batch). 

Significance in Product Quality Assessment (2 Marks): 

1. Lifespan Estimation: A high MTTF signifies a more reliable 

system with a longer expected operational lifespan, which is 

vital for non-repairable products. 

2. Design and Procurement: Engineers use MTTF estimates 

during R&D to identify unreliable components and make 

informed purchasing decisions on higher quality parts to 

improve overall system durability. 

3. Warranty Planning: Manufacturers rely on MTTF data to set 

reasonable warranty periods, balancing customer satisfaction 

with financial risk. 

OR 

b) Describe the concept of Mechanical Packaging for an embedded 

product. Discuss its role in protection against environmental 

factors (e.g., heat, dust, vibration). 

Concept of Mechanical Packaging (3 Marks): 

Mechanical packaging refers to the design and implementation of the 

enclosure, housing, and structural components that contain and support 

the electronics (PCB, components) and user interfaces of the embedded 

product. It is the product's first line of defense against the external 

world. 

Role in Protection Against Environmental Factors (5 Marks): 

1. Heat (Thermal Management): 

o The packaging material (e.g., aluminum casing) and 

design (e.g., heat sinks, vents) are crucial for dissipating 

heat generated by the components (processor, power 

supply). 

o Poor packaging leads to overheating, which reduces 

component lifespan and system reliability (Failure 

Analysis). 

2. Dust and Water (Ingress Protection - IP Rating): 
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o Packaging is designed with seals, gaskets, and specific 

geometry to achieve an Ingress Protection (IP) rating, 

preventing dust, dirt, and water from entering and short-

circuiting sensitive electronics. 

3. Vibration and Shock: 

o The internal mounting of the PCB (e.g., shock-

absorbing standoffs) and the overall structural rigidity 

of the enclosure protect the components from physical 

stress during transportation or operation in harsh 

environments (e.g., automotive, industrial). 

4. EMI/RFI Shielding: 

o Metal or conductive packaging acts as a Faraday cage to 

shield the internal electronics from external 

electromagnetic interference (EMI) and prevents 

internal noise from radiating out, which is key for 

certification. 

 

c) Explain the CAN (Controller Area Network) Protocol. Why is it 

the most widely adopted Communication Protocol in the 

automotive embedded domain? 

CAN Protocol Explanation (4 Marks): 

• Definition: CAN is a multi-master, message-based protocol 

designed to allow electronic control units (ECUs) and devices 

to communicate with each other in applications without a 

central host computer. 

• Physical Layer: It uses a robust, two-wire differential 

signaling bus (CAN_H and CAN_L), which helps suppress 

electrical noise. 

• Message-Based: Data is sent in short messages (frames) 

identified by a unique Message ID (not an address). The ID 

determines the message's priority. 

• Arbitration: If multiple nodes try to transmit simultaneously, 

they engage in non-destructive bit-wise arbitration. The 

message with the lower numerical ID (higher priority) wins 

access to the bus without data loss. 

• Error Handling: It features high reliability due to built-in error 

checking mechanisms like CRC (Cyclic Redundancy Check) 

and active error confinement. 

Adoption in Automotive Embedded Domain (4 Marks): 

1. Fault Tolerance/Reliability: The differential signaling and 

robust error detection/confinement make it highly reliable in the 

electrically noisy and harsh environment of a vehicle (engine 

bay, proximity to motors). 

2. Decentralized Control: Its multi-master architecture allows 

any ECU (e.g., engine, transmission, steering) to transmit 

critical data whenever necessary without waiting for a central 

master, which is vital for real-time operation. 
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3. Reduced Wiring: CAN replaced bulky, complex point-to-point 

wiring harnesses with a simple two-wire bus, significantly 

reducing vehicle cost and weight. 

4. Message Prioritization: The arbitration scheme ensures that 

safety-critical messages (e.g., braking information) always get 

immediate access to the bus, guaranteeing real-time 

communication for essential functions. 

OR 

d) Select an Industrial Control System as a real-life embedded 

product. Discuss its key components, software modules, and any 

two Communication Protocols it uses for networking. 

Embedded Product: Industrial Control System (ICS) / Programmable 

Logic Controller (PLC) 

1. Key Components (3 Marks): 

• Controller/Processor Module (The PLC itself): Contains the 

CPU, memory (for program storage and data), and the main 

processing logic. Often uses specialized industrial 

microprocessors or microcontrollers designed for rugged use. 

• Input/Output (I/O) Modules: These interface the PLC with 

the physical world. 

o Input Modules: Receive signals from field devices 

(sensors, limit switches, temperature probes). 

o Output Modules: Send control signals to final control 

elements (actuators, motor starters, control valves). 

• Power Supply Module: Converts line voltage to the DC 

voltages needed by the internal electronics and I/O modules. 

2. Software Modules (3 Marks): 

• Operating System/Firmware: A specialized industrial RTOS 

manages the execution of control logic, handles communication 

tasks, and ensures deterministic execution cycles. 

• Control Application Program: The core logic written by the 

user in standardized languages (e.g., Ladder Logic, Structured 

Text, Function Block Diagram) that performs the control 

algorithm. 

• Communication Stack: Manages the protocols necessary to 

talk to other PLCs, SCADA systems, and HMIs. 

3. Communication Protocols (2 Marks): 

1. Modbus: An older, widely used, and very simple serial 

protocol (RTU/ASCII) or Ethernet-based protocol (Modbus 

TCP) used for communicating between PLCs and human-

machine interfaces (HMIs) or supervisory control systems. 

2. PROFIBUS (Process Field Bus) / PROFINET (Ethernet-

based): High-speed industrial protocols used for 

communication between controllers and field devices (e.g., 

sensors/actuators). PROFIBUS is known for its reliability and 

use in distributed control systems. 

 


